APPENDIX A
of Circular C1144-2013-25
Instructions for Acquiring a Digital Signature
Applying for a Digital Signature

Any person may obtain a qualified digital certificate and secure signature creation device
(SSCD) with his presence at the Cyprus Securities and Exchange Commission offices
where he will need:

A. to present his Identity card (ID), which will be photocopied.

B. to complete and sign the "Application Form for qualified certificate in Secure
Signature Creation Device (DL2)" (Appendix A.1).

C. to submit the “Authorization Form for use of the Electronic Signature” (Appendix
A.2) filled and stamped by the Company.

In the presence of authorized representatives on behalf of the physical person at the
offices of the Cyprus Securities and Exchange Commission, the authorized representative
should provide:

A. the "Application Form for qualified certificate in Secure Signature Creation Device
(DL2)" (Appendix A.1), signed by the applicant and certified by Certifying Officer.

B. a certified copy of the identity card of the applicant.

C. to submit the “Authorization Form for use of the Electronic Signature” (Appendix
A.2) filled and stamped by the Company.

D. a written authorization signed by the applicant and certified by a Certifying Officer,
for the submission of the above documents and the receipt of SSCD by the
authorized person (Appendix A.3).

Cost of acquisition / Payment

Buying a Secure Signature Creation Device (SSCD) costs €90. The issuance of a qualified
digital certificate valid for one year, it costs €120.

Payments should be made to our offices or by deposit to Cyprus Securities & Exchange
Commission bank account no IBAN CY57 0020 0118 0000 0005 0088 5900 at Bank of
Cyprus. In cases of transfer or deposit to the bank account you are kindly requested to
bring the relevant document with you.
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Issuing a Digital Signature

The procedure for issuing a digital signature requires (a) the installation of the necessary
software, (b) submitting an electronic application and (c) receipt of the certificate via the
internet. When submitting the online application and picking up the id, users must use
only Internet Explorer.

To issue your digital signature please follow the steps below:
A. Middleware Installation

All necessary software for managing your SSCD (USB Token) and changing the token’s
PIN IS available on the CySEC web
page(http://www.cysec.qgov.cy/digitalsignature _en.aspx).

1. Select form the list entitted Middleware the version that corresponds to your
Operating System (32 or 64 bit) and download the Middleware.

Double click the downloaded file in order to start the installation of the Middleware.
3. Answer Yes/ OK/ Next to all questions and install the software.
4. After installation you will have to reboot your PC.

B. Enrollment

1. Conenct your SSCD (usb token) on your PC.

2. Using Internet Explorer, visit the url https://pki.adacom.com/xak/gr (greek) or
https://pki.adacom.com/xak/en (english).

3. In order to successfully complete the registration o — |
procedure you will have to add the url |7l
https://pki.adacom.com to the Trusted Sites list of | "g~ & ./

Internet Explorer. Click on the “Tools” menu and select
‘Internet Options” (If the menu bar is not visible press J Memarmmta [ S= ]
Alt)' Scumt:le \fu‘m

4. Click the “Security” tab.

5. From “Select a zone to view or change security settings” et e et et
select “Trusted Sites” (Cesment. ] (oo ]

6. Click on the “Sites” button.



http://www.cysec.gov.cy/digitalsignature_en.aspx
https://pki.adacom.com/xak/gr
https://pki.adacom.com/xak/en
https://pki.adacom.com/
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7. In the “Trusted Sites” dialog, type in the “Add this website [m== s -
to the zone” field the url https://pki.adacom.com and | ./ &ssmmsinn e
press the “Add” button.

it ki adscam com
Press “Close” to close the “Trusted Sites” dialog.
Make sure you are on the “Security” tab and “Trusted
Sites” are selected. Click on the “Custom Level...” button. | e neasmnm:

10.In the window “Security Settings -
Trusted Site Zone” change the settings
under the ActiveX section to match the
settings of the image on the right.

11.Press “OK” to save the changes.

12.Press “OK” to close the “Internet Options”
window and return to the Digital ID Center
website.

¥ ActiveX controls and plug-ins
¢ Allow ActiveX Fitering

Disable

© Enable

Allow previously unused ActiveX controls to run without proa
Disable

© Enable

Allow Scriptiets
Disable

@ Enable
Prompt

Automatic prompting for ActiveX controls
Disable

© Enable

Binary and saript behaviors
Administrator approved
Disable

© Enable

) Display video and animation on a webpage that does not use

Disable

© Enable

Download signed ActiveX controls
Disable
Enable

@ Prompt

Download unsigned ActiveX controls
Disable
Enable

© Prompt

Intialize and script ActiveX controls not marked as safe for &
Disable
Enable

9 Prompt

Only allow approved domains to use ActiveX without prompt
Disable

@ Enable

| Run ActiveX controls and plug-ins

Administrator approved
Disable
Enable

© Prompt

y Saript ActiveX controls marked safe for scripting™

Disable
Enable

A Dramnt


https://pki.adacom.com/

13.Select Enroll from the men

ENROLL

Cheose this sption to enroll for a client Digital ID

@ PICK up ID

SEARCH

RENEW

option to 2 Digital ID which is

due to expire

@ REVOKE

change in site ownership. or suspected fraud

pyight Symantec Corparatian. All fights reserves.
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Adacam S.A. QCServices for Cyprus Stock
Exchapge Digital ID Center

s option if you enrolled for a Digital ID but did not pick it up

Chooss this option to search for a Digital ID. This function is useful for dstermining whether
a Digital D is valid, expired. or revoked. You may also download IDs from this option

already

ich has d. You
chioad generaly star renewing your Digital D ot least ons S b your Dighal 1D is

Choose this option to revoke your Digital ID. Digital IDs should be revoked immediately for
any suspected compromise. including lost or stolen private keys, cormupted key pairs

14.0n the next page click on ACCEPT at the bottom of the screen.

Digital ID Center ADACOM

Adacom S.A. Assentation

ACCEPT DECLINE

15.1In case you get any ActiveX warnings please allow them to run.

16.0n the page “Complete Enrollment Form”
fill the fields “First Name” and “Last Name”
as they appear on your national id or
passport (whichever you used when you
submitted your Application form).

17.Fill the field “Your e-mail address” using
the e-mail address that you submitted with
your application form.

18.Fill the fields “Title”, “Company Name” and
“Country”.

19.1In the “Enter Challenge Phrase” field enter
a password. The password will be used in
case of revocation or renewal of your
certificate.

-
Sl
Help with this Page

Complete Enrollment Form

Enrollment

Enter your Digital ID information

Fill in all required fields. Fields marked with an asterisk (*) are included with your Digital ID and
are viewable in the certificate’s details

First Name: #  (r=quired)
Mickname or middle initial aHuwed
(Example: Jack B.)

—
—

Last Name: *  (rzquir=d)
(example - Doe)

Your E-mail Address: ¥  (requirec)
(example -- jpdoe@verisign com)

Title: *
(Example: Programmer)

Gompany Name: [required)

—
—

Country: *  [required)
{example - US)

Challenge Phrase

The Challenge Phrase is a unique phrase that protects you against unauthorized action on your
Digital ID. Do not share it with anyone. Do rot lose it You will need it when you want to revoke or
renew your Digital ID

Enter Challenge Phrase: (r=cuired)
Wust be at least 8 characters and must cantain
at least one lower case letter, one upper case
letter and cne digit.

—
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20.Click “Submit” on the bottom of the page.

Digital ID Subscriber Agreement
By applying for, submitting, or using a Digital ID, you are agreeing to the terms of th
Adacom Subscriber Agreement.

®

21.A message will be shown
asking to confirm your emalil
address. After checking your
email address press “OK” to
continue.

22.A dialog informing you about
the digital certificate operation
will be shown. Select “Yes” to
continue.

23.In the dialog asking for your
PIN type your PIN (the default
PIN is 9999). Press “OK” to
continue.

24.Wait until the completion of the
process.

YOU MUST READ THIS

SUBSCRIBE!

Qualified Certificate Client ID 5
RDRCOM'S

PUBLIC CERTIFICATICH

ENT BEFORE APPLYING FCR,

|aidditional Terms and Conditions: Your Certificate shall be issued

1f all the information above is correct,
click Submit to continue.

) - s
rights resened V/Symantec. rrmemcationse

-
Message from webpage

% Confirm your e-mail address:
¥ knousias@adacom.com

If your e-mail address is correct, click OK. If not, click CAMCEL and
correct it in the enrollment form.

If the e-mail address is not correct, you will not be able te use your
Dinital T

-
Web Access Confirmation e - l—""""]
This Web site is atternpting to perform a digital certificate operation on
L I % your behalf:
L

https://onsite-test.adacom.com/services/PilotPublicLite/client/userEnr

olIMS.htm
]
[E=

OBERTHUR
TECHNOLOGIES

Cardholder Venfication

O

Fin code: |

Mumber of tries left: 3

o ]

Cancel

25.After the process is competed a message is shown informing you abou the

successful completion.

\/Symantec.

Digital ID Center

approval

contact your administrator.

Digital ID Services

Your Digital Certificate request has been submitted for

Once your digital certificate request has been approved, you will receive an email with
instructions for installing your digital certificate. If you do not receive it shortly,

©.2011Gopyright Symantes Corporation. Al rights reserver d

Hgonm VeriSign
Symantec. = authentication Services
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26.You will receive an email informing you about your enrollment.



C. Pickup ID
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Connect your SSCD (USB Token) on your PC.

w0 DN

You will receive an email informing you that your digital id is ready.
The email will contain a PIN that you will use during the Pick Up Process..
Use Internet Explorer and visit https://pki.adacom.com/xak/ar (greek) or

https://pki.adacom.com/xak/en (english).

Select “PICK UP ID”

r‘via Digital ID Center ADACOM"
[ toms J Hete ]

Adacom S.A. QCServices for Cyprus Stock
Exchange Digital ID Center

@ ENROLL
Choosa tisopto o sl or  clen Digitl D

@ PICK UP ID

Choose this option if you enrolled for a Digital ID but did not pick it up

ch ha pired. You
t one month before your Digital ID is

i Digial 0. Digial IDs should be revoked immediately for
Jost or stolen private keys. comupted ey pairs

fraud

.......
nnnnnnnnnnnnnnnnnnnnnn

¥/ symantec

6. On the next page type the PIN contained in the email you received an click on

“Submit”.

o

Pick Up Digital ID

Digital ID Services

Important: To complete this step, you must use the same computer you used
to submit the enrollment form.

You need the Personal Identification Number (PIN) to complete this step. You received it in an e-
mail message that was sent immediately after you submitted the enrollment form

This was sent by the administrator to the e-mail address entered in the enrollment form_

Copy (Cil + c) the PIN number from the s-mail, paste (Ctrl + v} it into the box below, and click
SUBMIT.

After you submit the PIN. it wil take up to three minutes ta generate the Digital ID- Do not interrupt
the browser until there is a respanse.

Enter the Personal
Number (PIN):

7. Make sure that your SSCD (USB Token) is connected to your PC. On the dialog
asking you to allow the operation click “Yes” in order to store your Digital ID on your

token.

-
e

‘Web Access Confirmation - —

This Web site is attempting to perform a digital certificate operation on
' . your behalf:

https://onsite-test.adacom.com/services/PilotPublicLite/ client/userEnr
olIM5.htm

You should only allow known Web sites to perform digital certificate
operations on your behalf.
Do you want to allow this operation?

8. Congratulations, your digital certificate is stored on your security device.


https://pki.adacom.com/xak/gr
https://pki.adacom.com/xak/en

