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INTRODUCTION

PURPOSE OF THIS CONSULTATION PAPER

This Consultation Paper calls for feedback from market participants to the Cyprus
Securities and Exchange Commission (‘CySEC’) regarding the proposal to amend the
Prevention and Suppression of Money Laundering and Terrorist Financing Law of 2007
(L. 188(1)/2007) (‘AML Law’).

The proposed amendments intend to extend the scope of the AML Law by applying anti-
money laundering and anti-terrorism financing (‘AML/CFT’) obligations to the uses of
virtual/crypto currencies and assets (‘Crypto Assets’).

The said amendments are conditional on a final decision to change and revise the AML
Law by CySEC following a review of submitted market participants’ comments.

The Amending AML Law, is attached as ANNEX.

WHO THIS CONCERNS

This Consultation Paper concerns entities engaging in the following activities/services

in relation to crypto assets:

i) exchange between crypto assets and fiat currencies;

ii) exchange between one or more forms of crypto assets;

iii) transfer of crypto assets;

iv) custodial and/or administrative services related to crypto assets or instruments
enabling control over crypto assets; and

v) participation in and provision of financial services related to an issuer’s offer and/or
sale of a crypto asset.

In this context of crypto assets, transfer means to conduct a transaction on behalf of
another natural or legal person that moves a crypto asset from one crypto asset address
or account to another.

Customers purchasing, holding or transferring crypto assets will be impacted by this
Consultation Paper.



2.1.

2.2.

2.3.

2.4.

2.5.

BACKGROUND INFORMATION AND FACTORS TAKEN INTO
CONSIDERATION

Distributed Ledger Technology (‘DLT’), including Blockchain, is a means of saving
information through a distributed ledger to form a repeated digital copy of data
available at multiple locations. DLT is built on public-key cryptography, a cryptographic
system that uses pairs of keys: public keys, which are publicly known and essential for
identification, and private keys, which are kept secret and are used for authentication
and encryption.!

Whilst DLT can be extended to many applications, it is widely used as the basis for crypto
assets.

The emergence of new products that utilize DLT creates risks that in CySEC’s view need
to be addressed.

Dependent on the product or service’s specific characteristics,? some crypto assets and
the activities related to them fall within the scope of the existing regulatory framework.
Others do not fall within the scope of the current national and/or European Union
financial services law, thereby posing potentially significant risks to consumer
protection and market integrity3.

CySEC, in line with ESMA’s guidance on Initial Coin Offerings and Crypto-Assets, has
determined that money laundering is one of the most significant risks identified*. CySEC,
like ESMA, believes that all crypto assets and related activities should be subject to AML
provisions®. The Financial Action Task Force (‘FATF’) has also concluded that DLT
technology presents new opportunities for criminals and terrorists to launder proceeds
or finance illicit activities, adding to the consensus.®

1 ESMA, January 2019, “Advice on Initial Coin Offerings and Crypto-Asset” (ESMA50-157-1391). Available at
https://www.esma.europa.eu/sites/default/files/library/esma50-157-1391_crypto_advice.pdf

2CySEC, November 2017, Announcement on ESMA Highlights ICO risks for investors and firms. Available at
https://www.cysec.gov.cy/CMSPages/GetFile.aspx?guid=d8d643c1-74f9-4723-98b6-e5e8c79be7fa

3 ESMA, January 2019, “Advice on Initial Coin Offerings and Crypto-assets” (ESMA50-157-1391). Available at

https://www.esma.europa.eu/sites/default/files/library/esma50-157-1391_crypto_advice.pdf

4 ESMA, January 2019, “Advice on Initial Coin Offerings and Crypto-assets” (ESMA50-157-1391). Available at
https://www.esma.europa.eu/sites/default/files/library/esma50-157-1391_crypto_advice.pdf

5 ESMA, January 2019, “Advice on Initial Coin Offerings and Crypto-assets” (ESMA50-157-1391). Available at
https://www.esma.europa.eu/sites/default/files/library/esma50-157-1391_crypto_advice.pdf
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FATF, October 2018, “Regulation of virtual assets”. Available at http://www.fatf-

gafi.org/publications/fatfrecommendations/documents/regulation-virtual-assets.html
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2.6. The Directive (EU) 2018/843 of the European Parliament and of the Council of 30 May
2018 amending Directive (EU) 2015/849 on the prevention of the use of the financial
system for the purposes of money laundering or terrorist financing, and amending
Directives 2009/138/EC and 2013/36/EU (‘AMLD5’), which has been finalized and
published in the Official Journal of the European Union, aims inter alia, to address these
risks. The AMLDS5 brings (i) the providers engaged in exchange services between virtual
currencies and fiat currencies and (ii) the custodian wallet providers within the scope of
the AML/CFT obligations, among others. The provisions of the AMLDS5 are required to
be implemented into the Republic of Cyprus’ national AML Law, by 10 January 2020.

2.7. Since launching the CySEC Innovation Hub, CySEC has been contacted by a number of
entities engaging in crypto-assets activities; a number of which do not appear to fall
within the existing regulatory framework. As a consequence, it is urgent to proceed with
the transposition of the parts of the AMLD5, concerning the activities referred to in
paragraph 2.6 above’. Hence, we propose the immediate transposition of the relevant
provisions of the AMLD5.

3. KEY CHANGES IN THE AMENDING AML LAW

TERMINOLOGY/DEFINITION

3.1. CySEC uses the below terminology/definition in the Amending ALM Law, as derived
from AMLDS5:
““virtual currencies’ means a digital representation of value that is not issued or
guaranteed by a central bank or a public authority, is not necessarily attached to a
legally established currency and does not possess a legal status of currency or money,
but is accepted by natural or legal persons as a means of exchange and which can be
transferred, stored and traded electronically”.

3.2. Inits recommendations, FATF uses the following terminology/definition:
“A virtual asset is a digital representation of value that can be digitally traded, or
transferred, and can be used for payment or investment purposes. Virtual assets do not
include digital representations of fiat currencies, securities and other financial assets
that are already covered elsewhere in the FATF Recommendations.”

7 We do not propose the transposition of the rest of the parts of the AMLD 5 at the moment.
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Questions:

a) Do you agree with the terminology/definition, “virtual currencies”, used by CySEC in
the Amending AML Law? If not, why?

b) Do you see merit in creating an all-encompassing definition of Virtual Assets that will
include Virtual Currencies, as defined in the AMLDS5, and Virtual Assets, as defined by
FATF?

SCOPE OF THE AMENDING AML LAW

3.3. CySEC, in the Amending AML Law, proposes to bring under the AML/CFT obligations the

following:
i) ‘providers engaged in exchange services between virtual currencies and fiat
currencies’ and
ii) ‘custodian wallet providers’.
3.4. The said amendment corresponds with the provisions of the AMLD5.
3.5. CySEC noted the following developments that followed the adoption of the AMLDS5:

e In order to clarify how AML/CFT requirements apply in the context of crypto assets,
FATF introduces the below stated definition, ‘virtual asset service provider, by
further extending the categories of activities/services that should be under the
AML/CFT obligations.

““Virtual asset service provider’ means any natural or legal person who is not
covered elsewhere under the Recommendations, and as a business conducts one or
more of the following activities or operations for or on behalf of another natural or
legal person:
i. exchange between virtual assets and fiat currencies;
ii. exchange between one or more forms of virtual assets;
iii. transfer of virtual assets;
iv. safekeeping and/or administration of virtual assets or instruments enabling
control over virtual assets; and
v. participation in and provision of financial services related to an issuer’s offer
and/or sale of a virtual asset.



In this context of virtual assets, transfer means to conduct a transaction on behalf of
another natural or legal person that moves a virtual asset from one virtual asset
address or account to another®”.

e According to ESMA the: (i) providers of exchange services between crypto-assets and
crypto-assets; and (ii) providers of financial services for ICOs should follow AML/CFT
obligations®.

3.6. Based on CySEC's judgement of the potential risk posed to investors’ protection and the
integrity of the market, and the industry-accepted definitions, CySEC is proposing to
extend the scope of the AML Law beyond the provisions of the AMLDS5 in order to
include the following activities/services under the AML/CFT obligations:

a) exchange between crypto assets and crypto assets,

b) transfer of virtual assets, and

c) participation in and provision of financial services related to an issuer’s offer and/or
sale of a crypto asset.

3.7. Such an extension as referred to in paragraph 3.5 and 3.6 will address the AML risks
emanating from crypto assets activities in a more comprehensive manner.

Questions:

c) Do you agree with CySEC’s intention to include the above services, (a) - (c), within the
scope of the AML Law? If not, why?

d) Do you believe that there is a need to include any other services related to crypto assets
within the scope of the AML Law? If yes, which?

8 FATF, October 2018, “The FATF Recommendations”. Available at: http://www.fatf-
gafi.org/media/fatf/documents/recommendations/pdfs/FATF%20Recommendations%202012.pdf

® ESMA, January 2019, “Advice on Initial Coin Offerings and Crypto-assets” (ESMA50-157-1391). Available at
https://www.esma.europa.eu/sites/default/files/library/esma50-157-1391_crypto_advice.pdf
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OTHER

Question:

e) Do you have any comments in relation to the other provisions of the Amending AML
Law? If yes, kindly refer to the specific Article of the Amending AML Law and state your
comments.

CONCLUDING REMARKS

4.1.

4.2.

4.3.

4.4,

4.5.

The submission of comments should be made no later than 28" of February 2019.

Interested parties may submit their views/comments to the CySEC Legal Department by
email at legal@cysec.gov.cy.

The subject of the email should have the following form: “Consultation Paper (2019 —
01) — Name of Organisation, Legal or Natural Person submitting the comments or
views”.

In submitting your views/comments, you are requested to state whether you represent
an organized group or a specific enterprise, or if you are an individual. In the case of
organized groups, please, also give information on the number and nature of persons
or enterprises you represent.

You are kindly requested to answer the questions in the order presented in this
document and provide your replies in a word document.


mailto:legal@cysec.gov.cy

5. ANNEX

NOMOZ NOY TPOMOMOIEI TOYZ NEPI THZ MAPEMIMOAIZHZ KAl
KATAMOAEMHZHZ THZ NOMIMOTMOIHZHZ EZOAQN AMNO NMAPANOMEZ
APAZTHPIOTHTEZ NOMOYZ TOY 2007 EQZ 2018

Na okotroug -

Evappoéviong pe ta dpbpa 1(1)(y)(C) kar (n), 1(2)(d) kar 1(29) Tng
Tpaéng TG Eupwtraikng Evwong pe TiTAo «Odnyia (EE) 2018/843
Tou EupwTrdikou KoivoBouAiou kai Tou ZupBouAiou Tng 30Ag Maiou
2018 yia tnv TpoTtrotroinon tng Odnyiag (EE) 2015/849 oxeTikd ue
TNV TTPOANYN TNG XPNOIJOTTIOINONG TOU  XPNMOTOTTIOTWTIKOU
OUCTAMATOG yIa TN VOMIMOTIOINON €000wv atrd  TTAPAVOMES
OpacTnPIOTNTES A VIO TN XPNHATOdOTNON TNG TPOHOKPATIOG, Kal yId
TNV TpoTToTToINON TWV 0dnyIWY 2009/138/EK kai 2013/36/EE»-

H BouA Twv AvTITTpOooWTTWY WYnidel WG akoAoUBbwc:

1. O mapwv Népog Ba avagEpetal wg o TTepi TG MNapepTTddiong Kai
KaratmmoAéunong ¢ Nopipgotroinong Ecddwv amd lMapdvoueg
ApaoTnpiotnteg (TpotrotroinTIKOG) Nouog Tou 2019 kai Ba diapadeTal
pali e Toug TrEPi TNG lMapeutrodiong kKal KatatroAEunong 1ng
Nopigotroinong Ecddwv atd Mapdavopeg Apactnpidtnteg Nououg
Tou 2007 ¢wg 2018 (TTOoU O0TO €€AC Ba avagEépovTal WG O «PaCIKOG
vOUOG») Kal 0 BACIKOG VOO Kal o TTapwv Nouog 8a avagépovtal
paldi wg o1 Tepi NG lMapeumrodiong kar KatamroAépnong 1ng
Nopigotroinong Ecddwyv atmé Mapdvoueg Apaotnpidtnteg Nouol Tou
2007 ¢wg 2019.

2. To €ddgio (1) Tou GpBpou 2 Tou BACIKOU VOUOU TPOTTOTTOIEITAI WG
aKOAOUBWG:

(a) Mg Tnv TpooBnkn, otnv KATAAANAN aA@apnTikr oe€ipd,
TWV  akOAOUBWY VEWV OpWV Kal TWV OPICHUWY TOUG:



«“€IKOVIKO vouiopa” OnNMaivel Mia WYNYIOKA
avatrapdoTacn agiag TTou dev ekdideTal ATTO KEVTPIKN
TPATTECA 1] dNUOCIa apxn oUTE €XEI TNV £YyUNOT) TOUG, OEV
OouvOEeTAl KAT  avdykn HE VOMIMWG KUKAOQOPOUV
VOUIoUA Kal OeV BIABETEI TO VOUIKO KABEOTWG VOUIOUATOG
N XPAMATOG, OUWG YiVETAI ATTOOEKTH ATTO PUOIKA I VOUIKA
TPOOWTIA WG MECO OUVAANQYAG KAl  PTTOPEl  va
METAPEPETAI, ATTOONKEVETAI 1) SIAKIVEITAI NAEKTPOVIKA. »

«“TTAPOXOG UTTNPECIWV BEPATOPUAAKNG TTOPTOPOAIWY”
ONUaivel Pia oviodTNTA TTOU TTAPEXEI UTTNPECIEG yIa TN
O100QAAIoN IDIWTIKWY KPUTITOYPAPIKWY KAEIDIWV YIa
Aoyapiaopud Twv TTEAATWYV TNG, ME OTOXO T dIAKPATNON,
aTToBnKeuon Kal JETARIBaAcn EIKOVIKWY VOUIOUATWV.»

3. To edagio (1) Tou dpBpou 2A Tou BacIKOU VOUOU TPOTTOTTOIEITAI WG
aKOAOUBWG:

(a) Mg Tnv TTPo0BRKN QUECWG PETA TNV TTAPAYPAPO (OT)
TwV ak6AouBwv VEwV TTapaypaQwy:

«(n) TAGpoxol  UTTNPECIWV avTOAAQYNG METAEU
EIKOVIKWV  VOUIOMATWY KAl TTOPACTATIKWYV
VOUIOUATWV »

«(0) Tdpoxol  UTINPECIWV  BEPATOPUAAKNG
WNPIOKWY TTOPTOPOAILOV »

«(1) TTPOOWTTA, N ETTOTITEIO TWV OTTOIWV avaTiBeTAl
otnv Emrtpot) KepaAaiayopdg duvapel Tou Tepi
Emrpotic Kepahaiayopdg Kutrpou Noépou Tou
2009, wg ekdoToTE I0XUEL, 1 oTTOI0UdNTTOTE AAAOU
VOUOU.»

4. O BaoIkOG VOUOG TPOTTOTTOIEITAI E TNV TTPOCHBNKN APNECTWS PETA TO
apBpo 2A autou Tou akdAoubou véou Gpbpou 2B:
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Mapoxol
UTTNPECIWV
avtaAAaynig
METAEU
EIKOVIKWV
VOUIOUATWYV Kal
TTAPACTATIKWV
VOUIOUATWYV

«2B. (1) KdBe 1mapoxog utrnpeciwv avtaAAaynig
METAEU TWV EIKOVIKWY VOUIOHATWY OQEiAEl va
eyypaoetar o Mntpwo TMapdxwv YTTnpeoiwyv
AvtoAayng Trou Tnpeital amd TV EmMTPOTA
Kegpahaiayopdg.

(2) H Emrpoti KepoAaiayopdg ouvatalr va
KaBopioel pye odnyia TNG KABe OXETIKO BEua TTOU
agopd 10 MnTpwo Tou edagiou (1).

(3) Ta TpdéowTTa TTOU KATEXOUV BIOIKNTIKN Bé0on A
gival oI TTPayPaTikoi  OIKAIOUXOlI TwV TTapOXwV
UTTNPECIWY  avTaAAayAG  METAEU  EIKOVIKWV
VOUIOUATWY KAl TTOPACTATIKWY VOUITHATWY TTPETTEI
Va £X0OUV EXEYYUQ EVTIUOTNTAG KAl TTEIPAG.

5. O Baoikdg vOUOG TPOTTOTTOIEITAI UE TNV TTPOCONKN AUECWS UETA TO
véo ApBpo 2B autou Tou akdAouBou véou GpBpou 2I:

Mapoxol
UTTNPECIWV
BepaToQUAAKIG
WYNPIOKWV
TTOPTOPOAIWV

«2l. (1) Kabe Tapoxog utrnpEaIwyY BEuaToQUAAKIG
WNPIOKWY TTOPTOPOAIV OPEIAEI va EYYPAPETAI O€
MnTtpwo [Mapdxwv YTTNPeoiwv OeuaToQUAAKG
TToU ThpEiTal a1t TRV EmTpot KepaAlaiayopdc.

(2) H Emtpoti Kegolaiayopdg ouvatalr va
KaBopioel e odnyia TNG K&GBe OXeTIKO BEua TTOU
agopd 10 MnTpwo Tou edagiou (1).

(3) Ta TpdéowTTa TTOU KATEXOUV BIOIKNTIKN Béon A
gival ol TTpayuaTikoi  SIKAIOUXOI TwV TTapOXwV
UTTNPECIWV BepaTopuUAAKNG WYNYIOKWYV
TTOPTOPOANIWY  TIPETTEl  va  €XOUV  ExEyyud
EVTINOTNTAG KAl TTEIPAG.»

6. H mapdypagog (B) Tou edagiou (1) Tou dpBpou 59 Tou Bacikou
VOUOU TPOTTOTTOIEITAI WG AKOAOUBWG:

(a) Me Tnv TTPOCOAKN AUECWG PETA TNV UTTOTTAPAYPAPO
(V) Twv akdAouBwvV VEWV UTTOTTAPAYPAPWV:

«(vi) o€ oxéon WE TIG UTTNPETIES KAl OpacTNEIOTNTEG
TTOU TTAPEXOVTAl ATTO TOUG TTAPOXOUG UTTNPECIWYV
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avtaAAayng METOEU EIKOVIKWYVY VOMIOUATWY Kal
TTOPACTATIKWY VOUICUATWV»

«(vii) o€ oOxéon ME TIC UTINPECIEC  KalI
dpacTnPIOTNTEG TTOU  TTapEXOvTal aTrd  TOug
TTAPOXOUG UTTNPECIWV BEPaTOPUACKAS WNPIAKWY
TTOPTOPOAIWV»

(B) Me Tnv avrikatdotacn NG UQIOTAPEVNG
uttotrapaypdeou  (vi) e TNV akoAouBbn  véa
UTTOTTaPAYPAPO:

«(viii) o€ oxéon WE TIG UTTNPETIES KAl dpAaTNPIOTNTES TTOU
TTAPEXOVTAlI OTTO TA UTTOKATOOTAMOTA TTOU [BpiokovTal
oTn  Angokpatia Twv UTTOXPEWV OVTOTATWY  TTOU
ava@épovTal OTIG UTToTTapaypa@oug (i) €wg (vii) Tng
TTapaypd@ou (B) Tou edagiou (1) Tou TTaPOVTOG ApBpOoU,
aveCapTATWG TOU €AV N £0pa TOUG PBPIOKETAI O KPATOG
MEAOG 1] O€ TPITN XWPA.»
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