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PURPOSE OF THE PUBLICATION

The Cyprus Securities and Exchange Commission publishes this Policy Statement in order to
inform entities falling within the scope of the Regulation (EU) 2022/2554 on the digital
operational resilience for the financial sector, its final approach on the applicable fees
following the outcome of the public consultation.

Queries in relation to the content of this Policy Statement may be addressed to the Policy
Department of CySEC at policy@cysec.gov.cy.
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INTRODUCTION

PURPOSE OF THIS POLICY STATEMENT

On 31 January 2025, the Cyprus Securities and Exchange Commission (the
‘CySEC’) published a Consultation Paper (‘CP-01-2025’) to lay down the
proposed fees payable by entities falling within the scope of the Regulation (EU)
2022/2554 of the European Parliament and of the Council of 14 December 2022
on digital operational resilience for the financial sector and amending
Regulations (EU) No 1060/2009, (EU) No 648/2012, (EU) No 600/2014, (EU) No
909/2014 and (EU) 2016/1011 (the ‘DORA Regulation’).

Following the publication of CP-01-2025, stakeholders were requested to
submit their views by 7 March 2025. In total, twenty (20) entities submitted
feedback, including Alternative Investment Fund Managers, Cyprus Investment
Firms and various organised bodies representing a larger number of persons.

The stakeholders’ views received are summarised and addressed below in
Annex Il.

The purpose of this Policy Statement (‘PS’) is to outline CySEC’s final approach
on the fees payable by the entities falling within the scope of DORA, after taking
into consideration the feedback received in the context of the public
consultation. More specifically CySEC has amended its approach by decreasing
the annual fees for microenterprises and small enterprises and the fee for the
assessment of the Threat Led Penetration Tests (‘TLPT’).

Directive 73-2009-07 outlines the fees payable to CySEC (ANNEX ).

WHO THIS CONCERNS

The DORA Regulation applies to a number of Financial Entities. Article 46 of the
DORA Regulation provides for certain National Competent Authorities (‘NCAs’),
ensuring the compliance of the Financial Entities.

Several of the Financial Entities based in Cyprus, fall under the responsibility of
CySEC. More specifically this PS concerns the following Financial Entities:

i.  Cyprus Investment Firms, that fall under the Prudential Supervision Law
165(1)/2021 (See article 46 point (c) of DORA Regulation);



ii.  Crypto-Asset Service Providers authorised by CySEC under the Regulation
(EU) No 2023/1114! (See article 46 point (d) of DORA Regulation) and
issuers of Asset-Referenced Tokens when the Home Member State of the
issuer of the said token is the Republic and which has been authorised by
CySEC, in accordance with Article 21 of Regulation (EU) 2023/1114 (See
article 46 item (d) of DORA Regulation.);

iii.  Central securities depositories, that have been authorised in the Republic
for the basic services of Section A of Regulation (EU) no. 909/20142
and/or for non-banking ancillary services of Section B of Regulation (EU)
no. 909/2014 (See article 46 point (e) of DORA Regulation);

iv.  Central counterparties that fall under Regulation (EU) No 648/20123 who
are established in the Republic (See article 46 point (f) of DORA
Regulation) and Law 73(1)/2009% ;

v. Trading venues of the Republic, See article 46 point (g) of DORA
Regulation and Law 87(1)/20175;

vi.  Alternative Investment Fund Managers of the Republic, See article 46
point (i) of DORA Regulation and Law 56(1)/20135;

vii.  Management companies, authorised by CySEC, See article 46 point (j) of
DORA Regulation and Law 78(1)/20127;

viii.  Crowdfunding service providers, authorised by CySEC, See article 46
point (p) of DORA Regulation and Law 123(1)/20248.

! Regulation (EU) 2023/1114 of the European Parliament and of the Council of 31 May 2023 on markets in crypto-
assets, and amending Regulations (EU) No 1093/2010 and (EU) No 1095/2010 and Directives 2013/36/EU and (EU)
2019/1937

2 Regulation (EU) No 909/2014 of the European Parliament and of the Council of 23 July 2014 on improving
securities settlement in the European Union and on central securities depositories and amending Directives
98/26/EC and 2014/65/EU and Regulation (EU) No 236/2012

3 Regulation (EU) No 648/2012 of the European Parliament and of the Council of 4 July 2012 on OTC derivatives,
central counterparties and trade repositories.

4 Law Regulating the Structure, Responsibilities, Powers, Organisation of the Securities and Exchange Commission
and Other Related Issues

5 L. 87(1)/2017 regarding the provision of investment services, the exercise of investment activities and the
operation of regulated markets

6 The Alternative Investments Fund Managers Law

7 The Open-Ended Undertakings for Collective Investment (UCI) Law

& The Provision of Crowdfunding Services for business Law of 2024



2. FEES

2.1. The table below outlines the fees applicable :
1. Annual ICT Oversight Fee For microenterprises®:
€2.000 per year
For small enterprises'®:
€5.000 per year
For medium size
enterprises!:
€10.000 per year
For entities other than
microenterprises, small
enterprises or medium size
enterprises: €20.000 per
year
2. TLPT assessment Fee - Article | €20.000 per TLPT submitted
26, paragraph 7'2 of DORA | for assessment
requires Authorities to assess
the TLPT and provide financial
entities with an attestation.

° ‘microenterprise’ as defined in Article 3 of the Regulation (EU) 2022/2554, means a financial entity,
other than a trading venue, a central counterparty, a trade repository or a central securities depository,
which employs fewer than 10 persons and has an annual turnover and/or annual balance sheet total that
does not exceed EUR 2 million.

10 small enterprise’ as defined in Article 3 of the Regulation (EU) 2022/2554, means a financial entity that
employs 10 or more persons, but fewer than 50 persons, and has an annual turnover and/or annual
balance sheet total that exceeds EUR 2 million, but does not exceed EUR 10 million.

11 ‘medium-sized enterprise’ as defined in Article 3 of the Regulation (EU) 2022/2554, means a financial
entity that is not a small enterprise and employs fewer than 250 persons and has an annual turnover that
does not exceed EUR 50 million and/or an annual balance sheet that does not exceed EUR 43 million.

12 Authorities shall provide financial entities with an attestation confirming that the test was performed
in accordance with the requirements as evidenced in the documentation in order to allow for mutual
recognition of threat led penetration tests between competent authorities. The financial entity shall notify
the relevant competent authority of the attestation, the summary of the relevant findings and the
remediation plans. Without prejudice to such attestation, financial entities shall remain at all times fully
responsible for the impact of the tests referred to in paragraph 4.



2.2.

2.3.

For the purposes of the first line of table above, Financial Entities subject to
CySEC’s supervision should submit a self-categorisation between 1 and 15 of
September of each year, based on the most recent audited financial
statements. The self-categorisation must be accompanied by excerpts from the
audited financial statements showing the number of employed persons, the
annual turnover and the annual balance sheet. The relevant fee must be paid
by 30 November of the same year.

For the avoidance of doubt the first ICT Oversight Fee for the year 2025, will be
paid by the financial entities subject to CySEC’s supervision as follows:

i. Financial entities shall inform CySEC between 2 October and 31 October
2025, of the category of undertaking they fall under, in accordance with
the First Annex of the Directive 73-2009-07, based on their latest
audited financial statements, and submit excerpts showing the number
of employed persons, the annual turnover and the annual balance
sheet.

ii. Pay the annual fee to CySEC for the period 15 August 2025 to 31
December 2025, calculated on a pro-rata basis according to the fees set
out in the First Annex of the Directive 73-2009-07, by 31 December
2025.



ANNEX |

OAHTIA OA 73-2009-07 THX ENITPOMNHZ KE®AAAIATOPAZ KYTMPOY ZXETIKA ME
THN WHOIAKH ENIXEIPHZIAKH ANOEKTIKOTHTA TOY XPHMATOOIKONOMIKOY TOMEA

Mapaypagog 1
Mapdaypagog 2
Mapdaypagog 3

Mapdypagpog 4
Mapdaypagog 5
Mapdaypagog 6

Mapdypagog 7

Mapdptnua MpwTo
MapdpTnua AguTepo

(TEAH KAI ZYNAPOMEZ) TOY 2025

KATATA=H MNMAPATPAGQON

MEPOZ |
EIZAMQriKEZ AIATAZEIZ

2UVOTITIKOG TITAOG.
Epunveia.
2KOTTOG Kal TTedi0 EQAPPOYNG.

MEPOZ Il
TEAH KAl ZYNAPOMEZ

KataBaAAduevn cuvdpour.
TEAN.
Eiotrpagn TeAWV Kal CUVOPOUWV.

MEPOZ Il
TEAIKEZ AIATAZEIZ

‘Evapén 1ox006.

H Emrtpotr) KepaAaiayopdg, ackwvTag Tnv e§ouaia TTou Tng Trapéxel 1o £ddgio (1) Tou dpBpou 56 Tou Trepi EmITPOTIAG
KegaAaiayopdg Kutrpou Nopou tou 2009, yia OKOTTOUG €Qapuoyng TNG TTpagng Tng Eupwrraikng ‘Evwong pe TitAo:

Etrionun E@nuepida
¢ EE:

L. 333,

27.12.2022,

oeA. 1.

«Kavoviouég (EE) 2022/2554 Ttou Eupwtaikou KoivoBouAiou kai Tou ZupBouAiou Tng 14ng
AekepuBpiou 2022 OXETIKA PE TNV WNOIAKA ETTIXEIPNOIOKA aVOEKTIKOTNTA TOU XPNHOTOOIKOVOUIKOU
Topéa Kal TNV TpoTroTroinon Twv kavoviouwv (EK) apiB. 1060/2009, (EE) apiB. 648/2012, (EE)
apiB. 600/2014, (EE) apiB. 909/2014 ka1 (EE) 2016/1011»,

€kdidel TNV akoAouBn Odnyia:

2 UVOTITIKOG TITAOG.

Eppunveia.

56(1) Tou 2013

8(l) Tou 2015
97(1) Tou 2015
133(1) Tou 2019
135(1) Tou 2021
157(1) Tou 2021
9(I) Tou 2025.

73(1) Tou 2009
5(1) Tou 2012

MEPOZ |
EIZAFQriKEZ AIATAZEIZ

1. H mopouca Odnyia 8a avagépetal wg n Odnyia OA 73-2009-07 oxeTikd pe TNV Wneiokn
Emixeipnolaky AvBekTIKOTNTA TOU XpnuaTtoolkovouikoU Topéa (T€AN kal ZuvOpopég) Tou
2025.

2. (1) Zmnv mapouoa Odnyia, eKTOG AV AT TO KEINEVO TTPOKUTITEI DIAPOPETIKA Evvola -

«AOEE 1n¢ Anpokpartiag» €xel Tnv évvola TTou atrodideTal oTov 6po autd aTrd 10 £ddgio (1)
Tou GpBpou 2 Tou TeEPi TWV AlaxeipioTwyv Opyaviopwy EvarakTikwy ETTevduoewv Nopou-

«TLPT» éxel Tnv €vvola 1Tou atrodideTal oTtov 6po «doKiur Trapeioduong BAoel AtTEIAWY
(TLPT)» amd 1o oTtoixeio 17) Tou dpbpou 3 Tou Kavoviouou (EE) 2022/2554-

«EmiTpotA» €xel TNV €vvola TTou atrodideTal oTov 6po auTd atrd 1o £ddgio (1) Tou dpbpou 2
Tou Trepi EmTpoTrg KepaAaiayopdg Kutrpou Népou-



65
135

[) Tou 2014
[) Tou 2015
109(I) Tou 2016
137(1) Tou 2018

56(1) Tou 2019
152(1) Tou 2020
45(1) Tou 2022.

—_—— A~ A~

78(1) Tou 2012
88(1) Tou 2015
52(l) Tou 2016
134(1) Tou 2019
134(1) Tou 2021
154(1) Tou 2022

10(1) Tou 2025.

Etrionun E@nuepida
g E.E.: L 257
28.8.2014

o1

L 2845

27.12.2023,

c.1.

Etrionun E@nuepida
NG EE:

L. 333,

27.12.2022,

oA 1.

Etrionun E@nuepida
NG EE:

L. 150,

9.6.2023,

oeA. 40.

87(1) Tou 2017
44(1) Tou 2020
78(1) Tou 2021
91(1) Tou 2021
159

9(I) Tou 2022
18(l) Tou 2023
96(1) Tou 2024
12(1) Tou 2025.

(
(
() Tou 2021
(
(

>KOTTOG Kal TTedio
EQAPHOYNG.

«ETaipeia Alaxeipiong» €xel Tnv évvola TTou atTodideTal GToV Opo auTd aTrd To £8a@Io (1) TOu
apBpou 2 Tou TEPi TV AvolkToU TUTTou Opyaviopwy ZuAloyikwy Etrevducewv Nouou-

«Kavoviouég (EE) apiB. 909/2014» onuaivel Tnv TTpagn Tng EupwraikAg 'Evwaong pe TitAo
«Kavoviopog (EE) apiB. 909/2014 tou Eupwtraikou KoivofouAiou kai Tou Zuppouliou, Tng
23n¢ louAiou 2014, oxeTikd pe T BeATiwan Tou diakavoviopou agloypdewy otnv EupwTraikn
‘Evwon Kal Ta KEVTPIKA atroBeTApIa TITAWV Kal yia TNV TpoTrotroinon Twv odnylwv 98/26/EK
kai 2014/65/EE ka1 Tou kavoviouou (EE) apiB. 236/2012» 6mmwg d10pBwbnke Kal OTTwg
TpotrotroIBnke TeAeutaia omd Tov Kavoviouyd (EE) 2023/2845 Ttou Eupwtraikol
KoivoBouAiou kai Tou ZupBouAiou, Tng 13ng AekeuBpiou 2023

«Kavoviopég (EE) 2022/2554» onpaivel tTnv mpagn tng EupwtaikAg Evwaong pe TiTAo
«Kavoviopog (EE) 2022/2554 Tou EupwTraikou KoivofouAiou kai Tou ZupBouAiou TG 14ng
Aekepppiou 2022 oxemk@ PE TNV WNQIOKN  ETIXEIPNOIAKA  AVOEKTIKOTNTO  TOU
XPNHOATOOIKOVOUIKOU TOPEN KAl TNV TPOTTOTToinan Twv Kavoviopwyv (EK) apiB. 1060/2009,
(EE) apiB. 648/2012, (EE) api6. 600/2014, (EE) api8. 909/2014 kai (EE) 2016/1011»-

«Kavoviopég (EE) 2023/1114» onpaivel Tnv mpaén tng EupwtaikAg Evwaong pe TiTAo
«Kavoviouég (EE) 2023/1114 tou EupwTraikoU KoivoBouAiou kai Tou ZupfouAiou Tng 31ng
Mdiou 2023 OXeTIKA HE TIG QAYOPEG KPUTTTOOTOIXEIWV Kal yio TRV TPOTTIOTTOINON Twv
kavoviouwv (EE) apiB. 1093/2010 kai (EE) apiB. 1095/2010 ka1 Twv odnyiwv 2013/36/EE kai
(EE) 2019/1937»-

«KEMMEY» éxel Tnv €vvola TTou atrodideTal oTov 6po autd amd 1o dd@io (1) Tou dpbpou 2
Tou TTEPi ETTEVOUTIKWYV YTINPECIWV Kal ApaoTnploTATWY Kal PuBuifopevwy Ayopwv Nopou-

«TOTTOG dIaTTPAYPATEUCNG» €XEI TNV €vvola TTOU ATTOdIdETAI GTOV 6pO aUTS aTTO TO £8GPIOo (1)
Tou dpBpou 2 Tou Trepi ETrevVOUTIKWY YTTNpEeoIwV Kal ApaaTnploTATwy Kal PuBuifépevwy
Ayopwv Nopou-

(2) Opo1 Tou xpnaiyoTtroioUvtal otV Trapouca Odnyia kal dev epunvelovTal dIAPOPETIKA
£xouv TnVv évvola TTou Toug atrodidetal otov Kavoviouo (EE) 2022/2554.

(3) Ztnv TTapouaa odnyia, otroiadATToTE avapopd oTov Kavoviouod (EE) 2022/2554 onuaivel
Kal TIG duvApel auTou KAt £€oualoddTnon TTPALEIG, OXESIO PUBUIOTIKWY TEXVIKWY TTPOTUTTWY,
OX£DIO EKTEAECTIKWV TEXVIKWYV TTPOTUTTWYV KAl KATEUBUVTHPIEG YPOUUEG.

(4) Ztnv TTapouca Odnyia, otroIadnTToTE avapopd o€ vouoBeTik TTpdén TG Eupwrdikng
‘Evwong, 0Tiwg, Jetagu aAAwyv, Odnyia, Kavoviouo, Arégacn i kat’ eEouaioddTnon Tpdéelg,
OX£0I0 PUBMICTIKWY TEXVIKWVY TTPOTUTIWY, OXEDIA EKTEAECTIKWV TEXVIKWV TTPOTUTTWY KOl
KATEUBUVTHPIEG YPOUUES anuaivel TIG ev AOyw TTPALEIG, OTTWG QUTEG EKAOTOTE dlopBwvovTal,
TPOTTOTTOIOUVTAI ] avTIKaBioTavTal.

(1) H TTapouca Odnyia €xel 1o idlo edio e@apuoynig pe Tov Kavoviopuod (EE) 2022/2554 kai
KaBopilel

(a) Ta TANpwTtéa TEAN yia Tnv agloAdynon TLPT,

(B) Tnv €010 GUVOPOWN TWV XPNPATOOIKOVOUIKWY OVTOTATWY TNG UTTOTTapaypd@ou (2).
9



165(1) Tou 2021.

KataBaAAduevn
OuvOpOoun.

MpwTo MapdpTtnua.

(2) H rapouca Odnyia epapudletal oTIG aKOAOUBEG XPNUATOOIKOVOUIKEG OVTOTNTEG:
(a) Tigc KENMEY Tr0U gpTriTrTouv atov mrepi MpoAnTiTikrg Etrotrreiag EMNEY Népo,

(B) Toug TTAPOXOUG UTTNPECIWV KPUTITOOTOIXEiWV TTou €Aafav ddeia Asitoupyiag amo Tnv
Emitpotry duvdpel Tou Kavoviopou (EE) 2023/1114,

(y) TOoug €KBOTEG HAPKWV PE OVAPOPG OE TTEPIOUCIOKA GTOIXEIQ TWV OTTOIWV TO KPATOG PEAOG
KaTaywyng Toug eivai n Anuokparia kai o1 otroiol €xouv AdBel ddeia Asitoupyiag ammdé Tnv
Emitpotry duvdpel Tou Kavoviopou (EE) 2023/1114,

(8) Ta kevTpikG amoBetApia TiTAwv TToU éAafav adeia Asitoupyiog amd Tnv EmmTpoTr) oTn
Anuokparia i emotrTevovTal ammd Tnv EmiTpor yia Tig Baoikég utrnpeaieg Tou Turnuartog A
Tou Kavoviopou (EE) apiB. 909/2014 ri/kai yia pn TPATTECIKEG ETTIKOUPIKEG UTTNPECIEG TOU
TuRpatog B Tou Kavoviopou (EE) apiB. 909/2014,

(€) Toug KevTpikoUG avTiIoupPBaAAduEVOUG, Ol OTToIOI Eival eyKaTeaTNUEVOI OTN Anuokparia,

(oT) Toug TOTTOUG dlaTTpayudTeuong TNG Anuokpartiag TTOU UTTOKEIVTAl TNV ETTOTITEI TNG
EmTpottAg,

(¢) Toug AOEE tng AnpokparTiag,
(n) nig ETaipeieg Alaxeipiong mmou éAaBav adeia Asiroupyiag atro tnv EmTpoTn Kai

(6) Toug TTAPOXOUG UTTNPECIWY CUUUETOXIKNAG XPNUATOBOTNONG TTou £Aafav adeia AsiToupyiag
até v Emrpot.

MEPOZ Il
TEAH KAI ZYNAPOMEZ

(1) O1 XpnUaATOOIKOVOUIKEG OVTOTNTEG TNG UTTOTTApaypd@ou (2) Tng Tapaypdeou 3
kataBdAAouv €TAcIa ouvdpop otnv EmTpotn yia Tnv Tepiodo 1" lavouapiou péxpr 310
AexepBpiou, wg autrh kaBopiletal oTo MpwTo MapdpTnua TG TTapouoag Odnyiag, Yéxpl TNV
30" NogpBpiou ékaaTou €TOUG.

(2) O1 XPNUATOOIKOVOMIKEG OVTOTNTEG TNG UTTOTTapaypd@ou (2) Tng Tapaypdeou 3,
evnuepwvouv Tnv Emrpot yetagl tng 116 kai TNG 15" ZemrteuPpiou EKAOTOU £TOUG Yia TNV
KaTnyopia emxeipnong Tou MpwTou MapapTApaTog aTnv oTroia guTrimTouv atn Bdaon Twv
TEAEUTAIWV EAEYPEVWV OIKOVOUIKWY KOTOOTAOEWV TOUG, UTTOBAAAOVTOG aTTOCTIAONA TWV €V
AGYW OIKOVOUIKWYV KATAOTAGEWY TO OTTOIO VA TTAPOUCIALEl TOV ETHO10 KUKAO EpYACIWV KAl TOV
€TNOI0 100AOYIOUO TNG XPNMATOOIKOVOUIKAG OVTOTNTAG KABWG Kal Tov apiBud Twv
ATTACKOAOUUEVWYV ATOPWV.

(3) Zmig TEPIMTWOEIG Xoprynong adeiag Asitoupyiag r avakAnong adeiag AeIToupyiag KaTd Tn
OIdpKela TOU £€TOUG, N €010 ouvdpour KaTaBdAAeTal kAT avaloyia Tng TTEPIGdoU TToU N
XPNUOATOOIKOVOUIKH OVTOTNTA TNG UTTOTTapaypd@ou (2) Tng rapaypd@ou 3 KaTéEXel TNV adeia
Aerroupyiag, otnv oTtroia Trepiodo uTToAOYieTal O PAVAG EVTOG TOU OTTOIOU XOPNyrnOnKe n ev
AOyw Gde1a Kal 0 Prjvag £VIOg Tou oTToiou N adeia avakARONKe, avaAoya Pe TNV TTEPITITWON.

o xpNHATOOIKOVOUIKA OVTOTNTA TNG UTTOTTapAypd@ou (2) TnG TTapaypd@ou 3 aTnv oTroia dev
xopnyeital &deiag Asitoupyiag, n etola ouvdpopry KataBAAAETal KaT  avaloyia  Kai
uttoAoyiCeTal oTn BAcn TnG TTEPIGOOU TTOU TEAEI UTTO TNV eTToTTTEI TNG ETNITPOTTAG.

(4) Ave€opTTwg Twv dIaTAfewv TNG TTAPoUCag TTAPAYPAPOU, Ol XPNMATOOIKOVOMIKEG
ovTOTNTEG TNG UTTOTTapaypd@ou (2) Tng TTapaypdeou 3, yia 1o £€10g 2025:

(a) evnuepwvouv Tnv Emrtpot petalu Tng 2ag kar Tng 317 OkTwppiou 2025 yia Tnv
KaTtnyopia emixeipnong Tou MpwTtou MapapTAPATog oTnv OTToia EUTTITTTOUV OTn BACN Twv
TEAEUTAIWV EAEYUEVWV OIKOVOUIKWV KATAOTACEWY TOUG, UTTORGAAOVTAG ATTOOTTOCHA TWV £V
AOYW OIKOVOMIKWY KATAOTAGEWY TO OTTOI0 VA TTAPOUCIALEl TOV £THTI0 KUKAO £pYATIWV Kal TOV
€TAOIO 1I00AOYICUO TNG XPNMATOOIKOVOUIKAG OVTOTNTAG KABWG Kal Tov apiBud Twv
QATTOOXOAOUNEVWY OTOUWV.

10



TEAN.

AeuTtepo MapdpTnua.

Eiomrpagn
TEAWV Kal
OUVOPOUWV.

‘Evapén 1ox00¢.

(B) kataBdaAAouv eTAcia cuvdpour] aTnv Emitpotrh yia Tnv Tepiodo 15" AuyouoTou 2025
péxpr 31ns AekeufBpiou 2025, utroAoyifopevn avaAoyikd BAcel Twv TTOoWYV TTou KaBopifovTal
oTo MpwTto MNapdpTnua, péxpl TNV 311 Aekeppiou 2025.

O1 XpNUATOOIKOVOMIKEG OVTOTNTEG TNG uTToTTapaypdeou (2) tng Trapaypdeou 3 Trou
dlevepyouv Trponyuévn dokiur yéow TLPT Bdoel Tou apbBpou 26 tou Kavoviouou (EE)
2022/2554, kataBaAAouv TEAOG ws auTd kaBopiletal oto Agutepo Mapdptnua Tng TTapoloag
Odnyiag.

€ TTePITTTWon TTapdAeIYng TTANPWHNG TEAOUG i Kal cuvdpopng, n Emrpot duvatal va
AapBaver dIKaoTIKG PETPA TTPOG €i0TTPAEK TOUG, OTTOTE TO OPEIAGUEVO TTOTO EICTIPATTETAl WG
AOoTIKO XPEOG.

MEPOZ il
TEAIKEZ AIATAZEIZ

H Odnyia ioxUel amméd tn dnuoacicucn Tng otnv Emionun Eenuepida tng Anuokpariog.

11



ANNEX 11
SUMMARY OF THE FEEDBACK RECEIVED ON CP-01-2025

The stakeholders feedback to question 1 of CP-01-2025 is summarised as follows:

Several respondents raised concerns on the imposition of ICT oversight fees, arguing
that compliance with DORA is already costly.

CySEC’s response

DORA is a landmark regulatory framework aiming to enhance the digital operational
resilience of financial institutions. CySEC recognises that in view of the fact that the
financial services sector is increasingly dependent on technology to deliver their
services and products, DORA is bound to create operational and compliance costs. The
same stands for NCAs who are responsible for supervising and enforcing DORA. It is
also true that any legislative package impacts NCAs in ways not confined to
supervision. In view of the aforesaid and in line with the Ministry of Finance approach
on CySEC’s budget (i.e. that of CySEC becoming self-funded in the near future), it is
imperative for CySEC to ensure its ongoing operational capacity and meet its own
obligations.

. Some respondents questioned the criteria of categorisation of Financial Entities within

the meaning of DORA, as ‘microenterprises’ ‘small enterprises’, ‘medium enterprises’
and ‘large enterprises’ arguing that the criteria are arbitrary.

CySEC’s response

CySEC notes that these criteria are set out in DORA, being thus the outcome of the
legislative process at EU level. Interested parties are encouraged to follow the
regulatory developments at EU level and submit their comments to the public
consultations undertaken by the European Commission, in relation to new proposals
of financial regulation.

Some respondents raised that whilst DORA provides clear indications for the oversight
fees charged to critical ICT third-party service providers, they were unable to locate
specific provisions for financial institutions.

12



CySEC’s response

EU Regulations provide for the imposition of fees and charges for the entities envisaged
to be directly supervised at EU level by EU institutions. The fees charged by NCAs in
relation to entities subject to their supervision is not a matter of concern of EU Law.

iv. A number of respondents argued that fund managers are less exposed to ICT risks.

CySEC’s response

CySEC has utilised the proportionality criteria provided under DORA.

v. Some respondents advocate in favour of lower fees for ‘micro enterprises’ and ‘small
enterprises’.

CySEC’s response

CySEC has amended its approach by reducing the fees to be charged in relation to the
aforesaid categories of entities.

vi. A number of respondents raised competition considerations, arguing that the CySEC
fees would have a negative impact on Cyprus as a financial centre and will deter
financial institutions from establishing or maintaining a presence in Cyprus.

CySEC’s response

CySEC’s approach is in conformity with the Ministry of Finance approach on CySEC’s
budget, namely that of CySEC becoming self-funded in the near future. CySEC must
ensure its ongoing operational capacity and meet its own obligations stemming from
financial regulation.

vii. Some respondents raised various other arguments such as that CySEC should not
transfer its operational cost to regulated entities, that it is unclear how the fees charged
will be used by CySEC, whilst others proposed alternative fee structures.

CySEC’s response

Every new legislative package creates operational needs for NCAs not confined to

supervision, affecting the full spectrum of CySEC’s operations. For the coverage of such

costs please refer to our response directly above. The structure of the fees, is
13



compatible with the principle of proportionality as per the DORA categorisation for the
entities falling under the scope thereof.

The stakeholders feedback to question 2 of CP-01-2025 is summarised as follows:

Several respondents raised concerns on the imposition of TLPT fees, arguing that such
fees add a financial burden to the entities given the substantial investments already
made by firms to comply with cybersecurity and operational resilience requirements.
These respondents argued that they have already incurred significant costs by investing
in new or additional systems and hardware, hiring specialized personnel, contractually
engaging third parties etc., to comply with the requirements of DORA, further
increasing their operational expenses.

Some respondents argued that the fees are disproportionate compared to market
standards and CySEC should consider a more flexible approach to fee structures.

A minority of respondents raised queries on CySEC’s role for the assessment of the TLPT
performed by the financial entities as per DORA Regulation.

CySEC’s response

DORA aims to strengthen the digital operational resilience of the financial sector by
ensuring firms are able to withstand, respond to, and recover from all types of ICT-
related disruptions and threats. TLPT is a critical component of DORA Regulation.

TLPT involves testing an organization’s resilience against real-world, advanced cyber
threats by simulating realistic cyberattacks. This helps financial entities to identify
vulnerabilities in their systems and to improve their overall cybersecurity safeguards.
While firms may have already made significant investments in resilience, TLPT provides
an independent and standardized way of ensuring that the testing is comprehensive
and aligned with industry best practices. Moreover, TLPT is designed to ensure that
firms are actively identifying and mitigating real-world threats. These efforts help
prevent much larger costs associated with cyber incidents, such as data breaches,
service disruptions, and reputational damage.

As regards the role of CySEC for the assessment of TLPT performed by financial entities,
this is to oversee the implementation of DORA and to ensure that financial institutions
adhere to its requirements. Specifically, while the financial entities are responsible for
carrying out the TLPT, CySEC’s role is to ensure that these tests meet the required
standards set by DORA Regulation. CySEC will not directly conduct the tests but will
oversee their implementation, ensuring that the processes, methodologies, and results
comply with regulatory requirements. Additionally, CySEC will play an active role in the
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planning and coordination of the tests and will provide support to the financial entities
undergoing the TLPT. The assessment process involves reviewing the results of the
penetration tests to verify that they were carried out according to the established
methodologies and best practices. For this purpose, CySEC must allocate dedicate
resources to review the test documentation, conduct any necessary follow-up
inquiries, assess the processes, methodologies, and results, table the findings before
the CySEC’s decision making body and upon satisfaction issue an attestation in
accordance with Article 26, paragraph 7 of DORA. The attestation will signify that the
financial entity has conducted a comprehensive and effective test, identifying potential
vulnerabilities and weaknesses in their systems. It will also indicate that the entity has
followed DORA’s requirements for testing and reporting.

By way of clarification CySEC notes that only financial entities that carry a certain
degree of systemic importance and are mature enough from an ICT perspective are
required to perform a TLPT, typically every three years, except if otherwise required
by CySEC.

Taking into account the feedback of stakeholders, CySEC has set the fee for the
assessment of the TLPT to €20.000.
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